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This work is part of the Windows Insight series. This series aims to assist efforts on analysing inner working principles,
functionalities, and properties of the Microsoft Windows operating system. For general inquiries contact Aleksandar
Milenkoski (amilenkoski@ernw.de) or Dominik Phillips (dphillips@ernw.de). For inquiries on this work contact the
corresponding author (=),

The content of this work has been created in the course of the project named "Studie zu Systemaufbau, Protokollierung,
Hartung und Sicherheitsfunktionen in Windows 10 (SiSyPHuUS Win10)’ (ger.) - 'Study of system design, logging, hard-
ening, and security functions in Windows 10’ (eng.). This project has been contracted by the German Federal Office for
Information Security [ger., Bundesamt fiir Sicherheit in der Informationstechnik - BSI).

Required Reading

In addition to referenced work, related work focussing on the Trusted Platform Module (TPM], part of the Win-
dows Insight series, are relevant for understanding concepts and terms mentioned in this document.

Technology Domain

The operating system in focus is Windows 10, build 1607, 64-bit, long-term servicing branch (LTSB).

1 Introduction

In this work, we discuss the early launch anti-malware (ELAM) technology implemented in Windows 10. This
technology, implemented in a driver referred to as the ELAM driver, is used for checking drivers for malware
and is part of the booting process of Windows 10. Therefore, it is critical for the security of the boot process
of the system. We provide an overview of the decision-making process of the ELAM driver for categorizing an
executable as benign or malicious. We also provide an overview of the structure of the malware database that
this driver uses, and of the verification of the integrity of this database.

The ELAM driver is initialized before the majority of the other drivers and is used for checking for malware the
drivers loaded after it. An ELAM driver implements anti-malware technology, for example, detection of known
malicious driver images based on searching a database of properties of such images (e.g., image hashes). This
is the ELAM database of malware signatures.

Any vendor may develop an ELAM driver following the development guidelines provided by Microsoftl The
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Windows 10 system is distributed with an ELAM driver that is part of the Microsoft's Windows Defender anti-
malware technology.E

2 The Windows Defender ELAM Driver

The Windows Defender ELAM driver is implemented in the %SystemRoot%\System32\drivers\WdBoot.sys exe-
cutable. It is loaded by the Windows loader and initialized in the kernel. It is unloaded by the kernel when it has
checked for malware all boot drivers. Figure [I| depicts the information on the Windows Defender ELAM Driver
that the kernel maintains after loading it.

kd> ImDvmwdBoot

Browse full module list
start end module name

frfffeee pa700000 fffffE00 0a710000 WdBoot (deferred)
Image path: WdBoot.sys
Image name: WdBoot.sys

[---]

CompanyName : Microsoft Corporation

ProductName: Microsoft® Windows® Operating System
InternalName: WdBoot

OriginalFilename: WdBoot.sys
Productversion: 4.10.14393.0

FileVersion: 4.10.14393.0 (rsl_release.160715-1616)
FileDescription: \Ni-:rosoft antimalware boot driver\
LegalCopyright: © Microsoft Corporation. All rights reserved.

Figure 1: Information on the Windows Defender ELAM driver

The ELAM driver performs anti-malware verification in its function MpEbBootDriverCallback. This is a callback
function invoked when the kernel notifies the ELAM driver that a driver image is to be initialized. The kernel no-
tifies the ELAM driver that it initializes a driver image that needs to be verified. The notification is implemented
in the PnpNotifyEarlyl aunchimageload kernel function.

Figure E depicts a pseudo-code of the implementation of MpEbBootDriverCallback and relevant functions that
it invokes ([1]in Figure E]. MpEbBootDriverCallback invokes EbLookupProperty, which sets an integer code indi-
cating the category of the verified image. Adopting the Microsoft terminology on this topic, an image may be
categorized as:

* a known good image (code value BdCbClassificationKnownGoodlmage in Figure E];
* a known bad image (code value BdCbClassificationKnownBadlmage in Figure E];

* 3 knowa bad image of a boot-critical driver (code value BdCbClassificationKnownBadlmageBootCritical in
Figure @); or

 an unknown image (code value BdCbClassificationKnownBadlmage in Figure E].

We refer to these categories as ELAM image categories. MpEbBootDriverCallback passes the integer set by
EbLookupProperty back to the kernel.Based on the image categorization done by the ELAM driver, the kernel
decides whether the image of a given boot driver will be initialized in the PnpDoPolicyCheck kernel function.
The kernel brings a decision based on the configuration of the ELAM group policy located at the policy path:
Computer Configuration -> Administrative Templates -> System -> Early Launch Antimalware. For example, users

Zhttps://docs.microsoft.com/en-us/windows/threat- protection/windows- defender-antivirus/windows-defender-antivirus- in-windows-
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may configure this policy such that only known good images are initialized.E If the ELAM group policy allows for
it, the boot driver is initialized.

1]
MpBinarySearch(driverProperties) { g_lookuplList.find(driverProperties); }

EbLookupProperty(...)

{
[...]
result :‘MpBinarySEarch(driverProperties);
if(!result) return 0;
else return result->classification;
}

MpEbBootDriverCallback(...)
{
[---]

switch EbLookupProperty(...)

{
case 0: | BdCbClassificationKnownGoodImage
case 1: | BdCbClassificationKnownBadImage
case 4: | BdCbClassificationKnownBadImageBootCritical
default:| BdCbClassificationUnknownImage

1

[...1]

}

[2]

addLookupEntryToList(item) { g_lookupList.add(item);}
EbLoadSignatureData(...)
{
[...]
signaturedata :‘EbAuthenticateSlgnatureData(...};
foreach item in signaturedata
{ addLookupEntryToList(item);}
[...]
1

Figure 2: Pseudo-code of MpEbBootDriverCallback and functions that it invokes

EbLookupProperty performs a binary search for specific properties of the verified driver image, for example, file
hash values, in the ELAM database of malware signatures (MpBinarySearch, driverProperties in Figure ). Each
entry of this database is stored in an array (g_lookupList in Figure E]. This array is filled when the signature
database is loaded into the driver’s memory space.

The loading of the ELAM signature database is done when the driver is initialized and is performed in two steps
([2]in Figure E]: First, the function MpEbLoadSignatures (not depicted in Figure E] using the ZwOpenKey routinel
loads the signature database. This database is stored in the form of a registry hive in the system’s registry.
Then, the function EbLoadSignatureData verifies the integrity of the signature database by invoking EbAuthen-
ticateSignatureData. 1t also stores each entry of the database (item in Figure E] in the previously mentioned
array of database entries (g_lookupList, addLookupEntryToList in Figure E]. The stored entries are later used in
EbLookupProperty.

Figure E depicts this database loading operation. The ELAM signature database is loaded in the registry as
the registry hive HKEY_LOCAL_MACHINE\ELAM (\REGISTRY\MACHINE\ELAM in Figure ). We observed that this
registry hive is unloaded when the ELAM driver is unloaded. The registry hive of the ELAM signature database
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is stored on the file-system at %SystemRoot%\System32\Config\elam (see Figure E]. This enabled us to analyze
the contents of the registry hive after the ELAM driver and its signature database have been unloaded.

wdBoot MpEbLoadSignatures+ox72:

FEFFFE0Q° defeb73e FFIS4Ca0fFFf  call  quord ptr |[WdBoot!_imp ZuOpenkey| (FFFFFSe0° defeseoe)

kd> t

[--1

kd> dt nt!_OBJECT_ATTRIBUTES @rg
[---1
+8x010 ObjectName : @xffffbl80’ eabcb5de _UNICODE_STRING "\Registry\Machine\ELAM"

kd> reg hivelist

HiveAddr |stable Length| Stable Map |volatile Length| volatile Map ppedviews|Pinnedviews |u(cnt)| BaseBlock | FileName

[---1
| ffff30082a482000 | 4000 | FFff20082a48a588 | [}

[--1
kd> Ireg openkeys ffff30082a483000

Hive:|\REGISTRY\MACHINE\ELAM

Index o: 00000000 kcb=ffff80882a4ad008 Cell=00000020 -0O2COGOO \REGISTRY\MACHINE\ELAM
[...1

Figure 3: The ELAM signature database in the registry

The ELAM signature database is stored as binary data. This data has a specific format structuring it into multiple
entries. Each entry, among other things, consists of a malware signature, an entry type, and a trust level. A
malware signature is often, but not necessarily, a hash value. An entry type is a code value indicating the
type of data representing a malware signature. A trust level is a code value corresponding to the ELAM image
categories known good image, known bad image, known bad image of a boot-critical driver, and unknown image.
The trust level specifies the ELAM category of image associated with the malware signature.

We observed the above by parsing the signature database of the Windows Defender ELAM driver using a parser
we developed. The code of this parser, implemented in the Python programming language, is placed in the Ap-
pendix, section 'ELAM Database Parser’. Figure @ depicts the output of the parser, where EntryType, TrustLevel,
and data mark an entry type, a trust level, and a malware signature, respectively. An example entry in the ELAM
signature database is the hash value F4 27 86 [...] 9F 8E, which is a hash value of a known bad image.

[...]

Item:
code: BOD2TG6ES
type: <EntryType.IMAGE_HASH: 4>
trust: <TrustLevel.KnownBadImage: 1>
data:

B 1 2 3 4 5 6 7

@0: 5D 67 6C 34 3D 71 9D EC ]Jgl4=q..
@8: 84 3C D5 A6 CD 2E 69 3E .<....i>
16: 6D AC EE B3 m...
comment: b''

Item:
code: BOD27GES
type: |<EntryType.IMAGE_HASH: 4> |
trust: [<TrustLevel.KnownBadImage: 1> |
data:

B 1 2 3 4 5 6 7

@O: |F4 27 86 15 7B CF 37 A9 ."..{.7.
@8: |2D 31 38 E5 95 9E 3B 22 -18...;"
16: D1 CA 9F BE
comment: b'’

[...]

Figure 4: The ELAM signature database

As we previously mentioned, the integrity of the ELAM signature database is verified in EbAuthenticateSignature-
Data. The signature database of the Windows Defender ELAM driver is digitally signed for preventing unautho-
rized modifications. Figure E depicts pseudo-code of the implementation of EbAuthenticateSignatureData. This



function verifies the signature of the ELAM signature database using the kernel implementation of the Crypto-
graphic API: Next Generation (CNG] library. The ELAM signature database may be updated by system services,
such as Windows Update. These services mount and modify the registry hive HKEY_LOCAL_MACHINE\ELAM.
However, the updated signature database has to be properly signed since its integrity is verified by the ELAM
driver as discussed in this work.

EbAuthenticateSignatureData(...)

{
[...]
BCryptOpenAlgorithmProvider{..., "SHA1", "Microsoft Primitive Prowider", ...);
[...]
BCryptHashData(...);
[...]
BCryptOpenAlgorithmProvider(..., "RSA", "Microsoft Primitive Provider", ...);
BCryptImportKeyPair(..., "RSAPUBLICBLOB", ...);
[...]
BCryptVerifySignature(...);
[...]
1

Figure 5: Pseudo-code of EbAuthenticateSignatureData

11
WdBoot !EbAuthenticateSignatureData+8x3ac:
FFfff803° d5568048 488dasfladffff ‘;ea rax, [WdBoot!g_MpPublicKeyRaw (fffffB8@3 d5563240)]
WdBoot !EbAuthenticateSignatureData+@x3cc:
fffff8e3" d5568968 4880442428 mov quord ptr [rsp+28h],rax
[
WdBoot !EbAuthenticateSignatureData+Ox3dl:
FFfff8e3"d556896d Ff1595d6Ffff call quord ptr [WdBoot!_imp_BCryptImportkKeyPair| (fffff8e3 d5566008)]
[2]
.rdata:00000001C0003240 g_MpPublicKeyRaw‘db 52h, 53h, 41h, 31h ; Magic
.rdata:00000001C0003240 ; DATA XREF: EbAuthenticateSignatureData+580
.rdata:00000001C0003240 ; EbAuthenticateSignatureData+3ACo
.rdata:00000001C0003240 dd 800h ; BitLength
.rdata:00000001C0003240 dd 3 ; cbPublicExp
.rdata:00000001C0003240 dd 100h ; cbModulus
.rdata:00000001€0003240 dd 0 ; cbPrime1
.rdata:00000001C0003240 dd 0 ; cbPrime2

Figure 6: The public key used for verification of the Windows Defender ELAM signature database

EbAuthenticateSignatureData first hashes the signature database [Bcrypt‘HashDataE in Figure E] using the Secure
Hash Algorithm (SHAJ-1 algorithm and the software-implemented Microsoft Primitive Provider (BcryptOpenAl-
gorithmProvider in Figure E]. It then imports a public key (BCryptimportKeyPair, RSAPUBLICBLOBA in Figure E].
Finally, EbAuthenticateSignatureData uses the Microsoft Primitive Provider and the imported public key to decrypt
the signature of the ELAM signature database and compare it with the previously calculated hash value of this
database [I:?Crypt‘VerifySignatureE in Figure B).
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We observed that EbAuthenticateSignatureData imports a public key hardcoded in the WdBoot.sys driver exe-
cutable, stored in the variable g_MpPublicKeyRaw. This indicates that the root of trust for verifying the mal-
ware signature database used by the Windows ELAM driver is the driver itself. Figure B depicts the passing
of g_MpPublicKeyRaw to BcryptimportKeyPair for importing ([1] in Figure B]. It also depicts the declaration of
g_MpPuBblicKeyRaw in the WdBoot.sys driver executable, which we observed with the /DA disassembler ([2] in
Figure ).

According to the Microsoft's ELAM driver development guidelines, vendors of ELAM drivers may store the ELAM
signature database and related relevant data in the registry keys Measured, Policy, and/or Config, under the
registry hive HKEY_LOCAL_MACHINE\ELAM. We observed that the Windows Defender ELAM driver stores its
database in Measured.



Appendix

ELAM Database Parser

This script can also be found in the folder files of the Windows Insight file repository, under the name elam_-
defender_parser.py.
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