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This work is part of the Windows Insight series. This series aims to assist efforts on analysing inner working principles,
functionalities, and properties of the Microsoft Windows operating system. For general inquiries contact Aleksandar
Milenkoski (amilenkoski@ernw.de) or Dominik Phillips (dphillips@ernw.de]. For inquiries on this work contact the
corresponding author (=).

The content of this work has been created in the course of the project named "Studie zu Systemaufbau, Protokollierung,
H&rtung und Sicherheitsfunktionen in Windows 10 (SiSyPHuS Win10)" (ger.) - 'Study of system design, logging, hard-
ening, and security functions in Windows 10’ (eng.). This project has been contracted by the German Federal Office for
Information Security (ger., Bundesamt fiir Sicherheit in der Informationstechnik - BSI).

Required Reading

In addition to referenced work, related work focussing on Device Guard Image Integrity and Virtual Secure
Mode, part of the Windows Insight series, are relevant for understanding concepts and terms mentioned in this
document.

Technology Domain

The operating system in focus is Windows 10, build 1607, 64-bit, long-term servicing branch (LTSB).

1 Introduction

ci.dll statically exports 8 functions: CiCheckSignedFile, CiFindPageHashesInCatalog, CiFindPageHashesInSigned-
File, CiFreePolicyinfo, CiGetPEInformation, Cilnitialize, CiValidateFileObject, and CiVerifyHashinCatalog. However,
when initialized, it exports additional 18 functions in the form of callback functions. Once they are exported,
the normal kernel can invoke these functions. The exported callback functions are: CiValidatelmageHeader,
CiValidatelmageData, CiQuerylnformation, CiSetFileCache, CiGetFileCache, CiHashMemory, Kappx/sPackageFile,
CiCompareSigningLevels, CiValidateFileAsImageType, CiRegisterSigninginformation, CiUnregisterSigning/nforma-
tion, CilnitializePolicy, SIPolicyQueryPolicylnformation, CiValidateDynamicCodePages, SIPolicyQuerySecurityPolicy,
CiGetStronglmageReference, CiReleaseContext, and CiHvciSetImageBaseAddress.

The kernelinvokes the SeplnitializeCodelntegrity and Cilnitialize functions in order to initialize code integrity. This
function exports the previously mentioned callback functions. Figure [I| depicts several of these functions. The
functions depicted in Figure [l| are extracted from the execution context of the normal kernel. Figure E depicts
the kernel invoking the CilnitializePolicy callback function after the function has been exported to it.
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skci.dll statically exports 9 functions. These functions are: SkciCreateCodeCatalog, SkciCreateSecurelmage, Skci-
FinalizeSecurelmageHash, SkciFinishimageValidation, SkciFreelmageContext, Skcilnitialize, SkciTransferVersion-
Resource, SkciValidateDynamicCodePages, and SkciValidatelmageData.

The functions exported by skci.dll are invoked when Windows 10 routes code integrity functionalities from the
normal to the secure kernel. This work provides an overview of the invocation paths of the functions exported
by skci.dll, from the triggering of their invocation in the context of the normal environment (Section E], to their
execution in the context of the secure environment (Section E].

kd> .for (r $to=1;@$té<=18;r $to=@$te+1){ ln poi(nt!SeCicCallbacks+8*@$ta) }

[2:2)
(FFFFFE00° d2ef4a5e) | CI!CiSetFileCache | | (fffff800 dlefdebd) CI!CipGetFileCache
Exact matches:

CI!CiSetFileCache (<no parameter info>)
[...]
(fffffBee d2efs1de) CI!CiGetFileCache | (fffffEe@ d2efs5228) CI!CiGetCatalogHint
Exact matches:

CIlciGetFileCache (<no parameter info»)

[<a:]
(fffffeee daef2c7e) | CI!CiQueryInformation | | (fffffeee” d2ef2elc) CI!CipCheckConfigOptions
Exact matches:

CI!CiQueryInformation (<no parameter info»)
i)
(fffffeee d2efblee) | cI!civalidateImageHeader | (fffffsee dzefbele) CI!CivalidateImageData
Exact matches:

CI!CivalidateImageHeader (<no parameter info>)
Fis:l
(fffffasee dzefbele) | CI!CivalidateImageData | (fffffaee dzefbfee) CI!CivalidateDynamicCodePages
Exact matches:

CI!CivalidateImageData (<no parameter info>)

L]

Figure 1: Code integrity callback functions

kd> bp CI!CiInitializePolicy

B

Breakpoint 2 hit
|CI!CiInitiaIizepolicy:
fHfffBo0" d2ef2130 48895c2420 mov gword ptr [rsp+2@h],rbx
kd>» kc

# Call Site
86 CI!CiInitializePolicy
81 nt!SeCodeIntegrityInitializePolicy
82 nt!PhaselInitializationDiscard

83 nt!PhaselInitialization
84 nt!PspSystemThreadStartup
85 nt!KiStartSystemThread

Figure 2: The kernel invoking the exported callback function ClInitializePolicy

2 Secure Environment

In the context of the secure kernel, the functions exported by skci.dll are primarily invoked by functions with the
prefix Skm (an exception is the SkinitSystem function). The column ‘skci.dll of Table E lists the functions exported
by skci.dll. The column ‘Secure kernel’ of this table lists the functions that invoke the functions exported by
skci.dll - functions with prefix Skm and SkinitSystem.

The functions with prefix Skm and SkInitSystem are primarily invoked when the secure kernel processes specific
secure services. SkinitSystem is also invoked during the initialization of the secure kernel, by the SkiSystemStar-
tupFunction. Secure services are requested by the normal environment. They can be uniquely identified by their
secure service call numbers (SSCNs). The column ‘'SSCN’ in Table E lists the SSCNs of the secure services that
execute the functions with prefix Skm, or SkinitSystem. These functions are invoked in the lum/nvokeSecure-
Service function, which is where secure service requests are processed. SkmiDeletelmage is invoked through



a function pointer. Therefore, this function cannot be associated with a specific SSCN based on static analysis
only [/ in Table ).

3 Normal Environment

In order to invoke functions implemented in skci.dll, the normal kernel and functions implemented in ci.dll
request secure services. In order to request a secure service, they use the g_CiVslHvcilnterface variable imple-
mented in ci.dll. This variable stores pointers to functions implemented in the normal kernel. These functions
have names with the prefix Vsl. They invoke the VslpEnterlumSecureMode function. This function requests se-
cure services from the secure kernel by issuing Virtual Trust Level (VTL) calls. The SSCNs of requested secure
services are stored as the second parameter of VslpEnterlumSecureMode. Table [| lists the positions, or off-
sets, in the g_CiVslHvcilnterface variable (column ‘g_CiVslvcilnterface position’] at which pointers to functions
with the prefix Vsl are stored (column ‘Function’). The column 'SSCN’ of Table [ lists the SSCNs identifying the
secure services requested by the functions with the prefix Vsl.

g_CiVslHvcilnterface position | Function SSCN
g_CiVslHvcilnterface VslCreateSecureAllocation 0x13
g_CiVslHvcilnterface + 0x08 VslFillSecureAllocation Ox14
g_CiVslHvcilnterface + 0x10 VsiMakeCodeCatalog Ox15
g_CiVslHvcilnterface + 0x18 VslCreateSecurelmageSection 0x16
g_CiVslHvcilnterface + 0x20 VslValidateSecurelmagePages O0xC1
g_CiVslHvcilnterface + 0x28 VslFinalizeSecurelmageHash 0x17
g_CiVslHvcilnterface + 0x30 VslFinishSecurelmageValidation 0x18
g_CiVslHvcilnterface + 0x38 VslPrepareSecurelmageRelocations 0x19
g_CiVslHvcilnterface + 0x40 VslRelocatelmage Ox1A
g_CiVslHvcilnterface + 0x48 VslCloseSecureHandle O0x1B
g_CiVslHvcilnterface + 0x50 VsiGetNestedPageProtectionFlags OxE7
g_CiVslHvcilnterface + 0x58 VslValidateDynamicCodePages 0x1C
g_CiVslHvcilnterface + 0x60 VslTransferSecurelmageVersionResource | 0x1D

Table 1: Functions referenced by g_CiVslHvcilnterface

The invocation of the functions referenced by g_CiVslHvcilnterface is protected by ControlFlowGuard. Figure E
depicts an invocation of the function referenced at offset 0x20 of g_CiVslHvcilnterface - VslValidateSecurelm-
agePages (see Table ]. In accordance with the design of ControlFlowGuard, the rax register, at the time the
_guard_dispatch_icall fptr function is invoked, points to the function that is ultimately invoked. Therefore, the
places where the functions referenced by g_CiVslHvcilnterface are invoked can be identifed by searching for in-
vocations of _guard_dispatch_icall fptr in the implementations of ci.dll and the normal kernel, such that the rax
register points at a given offset of g_CiVslHvcilnterface.

CI!CiHvciValidateImageData+8x93:

fffffBed c6c16643 booAeELEEA mov ecx,8

fffffeed c6cl16648 488bf3 mov

[...] _
FFFf80d 61668 488b@Sce3sfeff | mov rd ptr [CI!g_CiVslHvciInterface+@x2e (FFfffeed c6bfocee)]
FFiifeed c6cl6692 B3d6 add

fffffBed c6c166al FF15coBffeff | call guord ptr [CI!_puard_dispatch_icall _fptr (fffffsed c6bff670)]
fffffeed c6cl66a7? 428b24f50c000800 mov edx,dword ptr [rbp+rid4*8+9Ch]

L i)

Figure 3: ControlFlowGuard protecting functions referenced by g_CiVs(Hvcilnterface

A brief analysis revealed that most of the functions referenced by g_CiVslHvcilnterface are invoked by functions
with the prefix CiHvci. These functions are implemented in ci.dll.



The column “ci.dll of Table E lists the functions with prefix CiHvci that ultimately trigger the execution of func-
tions exported by skci.dll (the = symbol marks function invocation). The column ‘Normal kernel’ of this table
lists functions implemented in the normal kernel that request secure services in order to trigger the execution
of functions exported by skci.dll. Some of these functions are referenced by the g_CiVslHvcilnterface variable
and are invoked by the functions with prefix CiHvci (see Table ]. Others are invoked directly by the normal ker-
nel, such as VslCreateSecurelmageSection. The column 'SSCN’ of Table E lists the SSCNs identifying the secure
services requested by the functions listed in the column ‘Normal kernel of this table. The execution of these
services in the context of the secure kernel results in the execution of functions exported by skci.dll.



ci.dll Normal kernel SSCN | Secure kernel skei.dll

VslplumPhase4initialize Ox1 . o

SkinitSystem Skcilnitialize

VslplumPhase0lnitialize 0xD0

VsiMakeCodeCatalog Ox15 SkmmConvertSecureAllocationToCatalog | SkciCreateCodeCatalog
CiHvciCalculateHeaderHash

VslCreateSecurelmageSection 0x16 SkmmCreateSecurelmageSection SkciCreateSecurelmage
CiHvciCalculatelmageHash
CiHvciAddNonSectionDataToFileHash
CiHvciCalculatelmageHash VslValidateSecurelmagePages 0xC1 SkmmValidateSecurelmagePages o

SkciValidatelmageData

CiHvciValidatelmageData
CiHvciTransferRelocationInformation | VslPrepareSecurelmageRelocations 0x19 SkmmPreparelmageRelocations
CiHvciValidateDynamicCodePages VslValidateDynamicCodePages 0x1C | SkmmValidateDynamicCodePages SkciValidateDynamicCodePages
CiHvciCalculateHeaderHash

VslFinalizeSecurelmageHash 0x17 SkmmfFinalizeSecurelmageHash SkciFinalizeSecurelmageHash
CiHvciCalculatelmageHash
CiHvciVerifyFileHashInCatalogs
— CipHvciVerifyHashiInCatalogs
CiHvciVerifyPageHashinCatalogs VslFinishSecurelmageValidation 0x18 SkmmFinishSecurelmageValidation SkciFinishimageValidation
— CipHvciVerifyHashiInCatalogs
CiHvciVerifyFileHashSignedFile

VslCreateSecurelmageSection 0x16 SkmmCreateSecurelmageSection .

SkciFreelmageContext
/ SkmiDeletelmage

CiHvciSetFileVersionInformation VslTransferSecurelmageVersionResource | 0x1D | SkmmTransferImageVersionResource SkciTransferVersionResource

Table 2: ci.dll and skci.dll: Invocation paths to functions statically exported by skci.dll




	Introduction
	Secure Environment
	Normal Environment

		2019-11-22T11:06:13+0100
	amilenkoski.client.ernw.net




